Single-Stepping Attacks and
Defences for Confidential
VMs

Luca Wilke
Institute for IT-Security

University of Lubeck

SSSSSSSSSSSSSSS



GG, o
5 R © UNIVERSITAT ZU LUBECK
o "\' -

Trusted Execution Environments

Use Cases

1. Cloud computing App | App | App
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— remove hypervisor from
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Single-Stepping Attacks

ldea, Attacks on SGX, Attacks on SEV
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frequently interrupted single-stepped
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an SEV-SNP be
Single-Stepped?
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Host / Hypervisor
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Host / Hypervisor

VM

Instr 1

Instr 2

Instr 3
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Single-Stepping: Naive Implementation

Setup Timer
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w= Single-Stepping: APIC Timing on SGX
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Flush Instr 1 | Setup Timer

Fetch - > Decode —> Issue ->Retire
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Single-Stepping: Enlarge the Window

A

Fetch - > Decode —> Issue ->Retire
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SEV-Step

A Single-Stepping Framework for AMD-SEV, CHES 2024
Luca Wilke, Jan Wichelmann, Anja Rabich and Thomas Eisenbarth
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SEV-Step: Attacks
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Countermeasures

Detection+Throttling, Prefetching, Application Rewriting

SSSSSSSSSSSSSSS




UNIVERSITAT ZU LUBECK

TDX: Detection + Throttling
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TDX: Architecture

-
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Regular VM
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SGX: AEX-Notify

AEX-Notify, 32nd USENIX Security,
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S. Constable, J. Van Bulck, X. Cheng, Y. Xiao, C. Xing, |. Alexandrovich, T. Kim, F. Piessens, M. Vij, M. Silberstein.




s Racgp Single-Stepping

A

Fetch - > Decode —> Issue ->Retire

25 IM FOCUS DAS LEBEN



‘e,, UNIVERSITAT ZU LUBECK AEX_NOtify: Undo SlOWdOWh

Flush Instr 1 er SGX

Undo artificial slowdown by Too fast for reliable
Prefetching Code + Data for Instr. 1 single-stepping
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Applying AEX-Notify to CVMs
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CVM Requirements for AEX-Notify

Deploy
Countermeasure
iIn VM

Make VM ext.

Intr. aware
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Host / Hypervisor

Instr 1

Instr 2
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Hey you have
been

Host / Hypervisor interrupted

Idea:
Reuse existing
Interrupt injection
mechanisms
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Host / Hypervisor

Injected
Interru pt
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Interrupt “Victim”
Handlers Code
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exit
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Generic Application Level Countermeaures
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OBELIX: Generic App Level Strength Potion
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Code ORAM
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OBELIX: Generic App Level Countermeasure

Pro Con
» Generic * High overhead
* Eliminates

 Cache attacks

* Single-Stepping
 Ciphertext-Side channels
* Instruction latency attacks
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ummary
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CVMs are vulnerable to single-stepping

SEV-SNP an ARM CCA do not have mitigations

TDX has mitigation, but hard to transfer to other CVMs

AEX-Notify could be applicable to CVMs = generic mitigation?

App level countermeasures: high protection, high overhead
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